
Automotive Cybersecurity

How a Regulation changes the Automotive Industry

Dr. Markus Tschersich | Mobile Business II | June 29th, 2021



June 29th, 2021

2Dr. Markus Tschersich © Continental AG

Cybersecurity in the Automotive Domain
Agenda

Introduction to Automotive Cybersecurity2

Explaining UNECE3

Industry is Reacting to Regulation4

Introducing Continental1

Prepare as Supplier5

Entry Possibilities at Continental6



We are shaping the future of mobility.





Continental Group
Leading the Way for Your Mobility

A leading player
in autonomous

mobility

First to market 
with software-

defined 
vehicle architecture

in

Industry-

benchmark
operational efficiency

Tires

talented
dedicated
employees

and

~235,000



Technological and Societal Changes
Challenges and Opportunities

Digitalization Speed Sustainability

Technology Shift Competitive 

Environment



Our Objectives
What Drives Our Strategy?

Emerge as a winner 
of the transformation.

What do 
we want?

Create value for all stakeholders.
Customers, suppliers, employees,
partners, communities and shareholders.



Our Vision:

üHighly developed, intelligent technologies for mobility, 

transport and processing make up our world.

üWe want to provide the best solutions for each of our 

customers in each of our markets.

üThis is how we satisfy the demands of our stakeholders 

and become recognized as a highly reliable and 

respected partner creating the highest possible value.

Your Mobility. 

Your Freedom. 

Our Signature.



Our Mission:

üSafety ï

our aim: Zero accidents

To protect life and conserve resources

üInformation ï

our aim: Saving time, increasing comfort

Intelligent mobility through constantly connected driving

üEnvironment ï

our aim: Clean air

Resource-efficient and emission-free driving

üAffordable mobility ï

our aim: Individual mobility for everyone

Enabling more freedom and opportunities 

The Future Starts Earlier with 

Continental.



Our Values

Great People Culture

Trust 
We both give and 

earn trust.

Freedom To Act
We grow through freedom 

toward responsibility.

For One Another
We attain top value with our 

team as one Continental

Passion To Win
We have the passion to win.



Continental Group
Overview of 2020

As at: Dec. 31, 2020

18%

14%

27%

21%

20%

Powertrain

ContiTech

Tires

Vehicle Networking and Information

Autonomous Mobility and Safety

236,386
employees

Sales by business area in %

in sales

37.7 billion

561
in 58 countries

sites*

Since 1871 with headquarters 

in Hanover, Germany

*



Powertrain Technologies

Vitesco Technologies 

Continental Group Structure

Tires ContiTech

Autonomous 

Mobility and 

Safety 

Vehicle 

Networking 

and 

Information

Group Sectors

Business Areas

Continental Group

Automotive Technologies Rubber Technologies

*

*The full spin-off is planned for the second 

half of 2021.
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Continental Group
Present Worldwide

As at: Dec. 31, 2020

üArgentina

üAustria

üAustralia 

üBelgium

üBotswana

üBrazil

üCanada

üChile

üChina

üColumbia

üCosta Rica

üCzech Republic

üDenmark 

üEcuador

üFinland 

üFrance

üGermany*

üGhana

üGreece

üHungary

üIndia

üIndonesia

üIreland

üIsrael

üItaly

üJapan

üKazakhstan

üLithuania

üLuxembourg

üMalaysia

üMexico

üMorocco

üNetherlands

üNorway 

üPeru

üPhilippines

üPoland

üPortugal

üRepublic of South Africa

üRomania

üRussia

üSaudi Arabia

üSerbia

üSingapore

üSlovakia

üSlovenia

üSouth Korea

üSpain

üSri Lanka

üSweden

üSwitzerland

üTaiwan (China)

üThailand

üTurkey

üUnited Arab Emirates

üUnited Kingdom

üUSA

üZambia

*Headquarters in Hanover

561Locations

58Countries 

and 

Markets

in
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Introduction to Automotive Security
Vehicle Software Gets More Complex

Increasing Complexity

ü1997: 5 ECUs in Audi A6

ü2007: about 50 ECUs in Audi A4

ütoday: about 80 to 100 ECUs

üfuture: High-Performance Computer

Variety of Applications

üLane Assistance

üCollision avoidance

üAccident Reporting (eCall)

üAutonomous and Cooperative Driving

ECU: Electronic Control Unit
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Introduction to Automotive Security
Consequences from a lack of security

From Black Hat and Defcon
Researchers showed all manner of serious attacks 

on everything from browsers to automobiles
During the Hacking 

Conferences - ñBlack Hat Las 

Vegas & Defcon Las Vegasò 

Aug 2015 - a video was 

shown and distributed via 

social media.
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Introduction to Automotive Security
Consequences

ĂAfter this jeep hack, 

Chrysler recalled  1.4 

Mio. vehicles for a 

security bug fix.ò
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Introduction to Automotive Security
Stock Value Fiat Chrysler August 2015

20%
drop in

2 weeks

10 USD

7 USD

Jeep

Hack
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Introduction to Automotive Security
Stock Value Fiat Chrysler August 2015

Lack of Security has a deep impact on a 

companieôsvalue

Even if the hack is done by only friendly 

scientists
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Introduction to Automotive Security
Number of Attacks with increasing press perception

2016: Nissan Leaf electric cars hack vulnerability disclosed (BBC)

2014: A Survey of Remote Automotive Attack Surfaces (IOActive)

2014: Most Hackable Cars (CNN Money)

2014: How to Hack a Car (Vice)

2014: The Robot Car of Tomorrow May Just Be

Programmed to Hit You (Wired)

2013: Digital Carjackers Show Off New Attacks (Forbes)

2013: Jury Finds Toyota Liable in Fatal Wreck in

Oklahoma (New York Times)

2013: Adventures in Automotive Networks and Control

Units (IOActive)

2013: Car Hacking: Your Computer-Controlled Vehicle Could

Be Manipulated Remotely (CBS)

2013: How to Hack Your Mini Cooper: Reverse Engineering

CAN Messages on Passenger Automobiles (Defcon 21)

2011: Can Your Car be Hacked? (Car and Driver)

2011: Comprehensive Experimental Analyses of Automotive Attack

Surfaces (Center for Automotive Embedded Systems Security)

2010: Security and Privacy Vulnerabilities of In-Car

Wireless Networks: A Tire Pressure Monitoring

System Case Study (Rutgers, USC)

2010: Experimental Security Analysis of a Modern

Automobile (Center for Automotive Embedded 

Systems Security)

2007: Hackers can take over car navigation system

(The Telegraph)

2005: RFID Chips in Car Keys and Gas Pump Pay

Tags Carry Security Risks (John Hopkins

University)

2005: Linux Bluetooth hackers hijack car audio

(The Register)

2005: Hacking the Hybrid Vehicle (Wired)

2004: DRIVING; Altering Your Engine With New

Chip (NY Times)

2003: Gentlemen, Start Hacking Your Engines

(NY Times)

2002: How To Hack Your Car (Forbes)

< 2005 2005-2010 > 2010
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Cybersecurity Regulations
Motivation for Regulation is to Ensure Road Safety

Cybersecurity

SW Update
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Cybersecurity Regulations
Increased Complexity by Horizontal and Vertical Regulation

Automotive
e.g. Type Approval 

Regulation

Industry B Industry C

Regulation A
e.g. GDPR, CSA

Regulation B

Regulation C
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Global Automotive Standards and Regulations on Cybersecurity
Continental actively Contributing to Global Discussions

UN / WP.29 ïWorld Forum for Harmonization 

of Vehicle Regulations

üRegulation on Cyber Security (R.155) and Software Updates 

(R.156)

ISO Cybersecurity Standardization

üISO/SAE 21434 FDIS Road vehicles ïCybersecurity 

Engineering

üISO AWI 24089 Software Updates Engineering

üISO/NP PAS 5112 Guidelines for auditing cs engineering

National Discussions

ü(D) VDA QMC AK ACSMS

ü(D) VDA QMC ASPICE

ü(UK) BSI PAS 1885:2018

üé

European Union

üCybersecurity Act (esp. 

CS Certification Schemes)

üGeneral Safety Regulation 

(EC) 2019/2144

üGeneral Data Protection 

Regulation (EU) 2016/679

üNIST Directive

üC-ITS Delegated Act

China

üCybersecurity Law

üDraft Encryption Law

üSAC/TC 114/SC 34/WG Cyber

üé

Regulation American Market

üNHTSA Cybersecurity Guidelines

üDraft SELF DRIVE Act

üDraft AV START Act
üContinental is actively participatingé

üContinental is notactively participatingé
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Introduction to UNECE
United Nations Economical Commission of Europe

Setup of Working GroupsStructure

WP.29
World Forum for Harmonization of 

Vehicle Regulations

ITC
Inland Transport Committee

G
R

E

G
R

V
A

G
R

B
P

G
R

P
E

G
R

S
G

G
R

S
P

Contracting

Parties
Accredited

NGOs

R.xxx

UN Regulations ï1958 Agreement

Provisions related to safety and 

environmental aspects for vehicles, 

their systems, parts and equipement.

UN GTRs ï1998 Agreement

Globally harmonized performance-

related requirements and test 

procedures for predictable regulatory 

framework

UN Rules ï1997 Agreement

Periodical technical inspections of 

vehicles in use 

Legal Framework
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UN Regulation on Type Approval with regard to Cybersecurity
Potential Affected Markets of UNECE 1958 Agreement

üRegulation is adopted under 

the 1958 Agreement

üContracting Parties can sign 

regulation

üEU27 and Japan already 

announced to sign
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UN Regulation on Type Approval with regard to Cybersecurity
Potential Affected Markets of UNECE 1958 Agreement

üRegulation is adopted under 

the 1958 Agreement

üContracting Parties can sign 

regulation

üEU27 and Japan already 

announced to sign

Regulation (EU) 2019/2144 ĂGeneral

Safety Regulationñ

üDate of publication: 16/12/2019

ühttp://data.europa.eu/eli/reg/2019/2144/oj

Showa 26 (=1951) Law No. 185 ĂRoad Transport Vehicle Actñ

üEnforcement: 01/04/2020

ühttps://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=326AC0000000185 

üSupplement Documents: https://confluence.conti.de:8090/display/department0398/Japanese+Law
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Type Approval with regard to Cybersecurity besides 1958 Agr.
Potential Extension to UNECE 1998 Agreement

üRegulation under 1998 

agreement for Global 

Technical Regulations (GTR)

Planed: NHTSA Guideline

üNo Regulation considered at this point in time

National Type Approval Regulation planned

üISO 21434 will be adopted as Chinese national standard (Recommended) by middle 2021 (estimation)

üChina will publish national standards of ñSoftware Updateò(Recommended) by middle 2021(estimation)

üChina will not adopt UNECE regulation till now -> more details Chinese specific regulations are expected to be out around early 2021



June 29th, 2021

28Dr. Markus Tschersich © Continental AG

UN Regulation on Type Approval with regard to CS and SU
Affected Vehicle Categories for UNR 155 and UNR 156

CS SU

M1
Passenger vehicles X X

M2,3
Busses X X

N1,2,3
Light and heavy duty trucks X X

L6,7
Light and heavy quadricycles
If equipped with automated describing functionalities from level 3 onwards as defined in ECE/TRANS/WP.29/1140

X

O Trailers
If fitted with at least one electronic control unit

X X

R Agricultural Trailers X

S Interchangeable towed equipment X

T Agricultural and Forestry tractory X

Based on: TRANS/WP.29/1045
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UN Regulation on Type Approval with regard to Cybersecurity
Requirements on CSMS and Vehicle Type

Goals

Organizational 

structure and 

processes

Design of vehicle 

architecture and 

implement mitigations

UN Regulation on Cybersecurity

Ÿ 6. Certificate of Compliance for Cyber 

Security Management System (only for 

vehicle manufacturers)

Ÿ 7.2 Requirements for the Cyber 

Security Management System

Ÿ 7.3 Requirements for vehicle types

Ÿ 8 Modification and extension of the 

vehicle type

Ÿ Annex 5: CS Threats and Mitigationsé

Vehicle Manufactures require a

Cyber Security Management System (CSMS)

Certificate of Compliance (CoC)

Vehicle 

Type A

Vehicle 

Type B

Vehicle 

Type N



üChecking Documentation

üAdvocate Type Approval

üResponsible for the overall 

vehicle architecture

üAggregation of system 

supplier information

üResponsible for the 

documentation of the 

supplied component

üResponsible for the 

documentation of the 

supplied system

üAggregation of sub-supplier 

information
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Technical Documentation for Vehicle Type Approval
ISO/SAE 21434 Work Products for Documentation Along Value-Chain

Vehicle Manufacturer

Documentation Documentation

Supplier N

Documentation

Documentation

System Supplier

Sub-SupplierTechnical Inspection
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UNECE Requirements on Cybersecurity for Type Approval
ISO/SAE 21434 can Prepare Value-Chain for Compliance

Regulation

Cyber Security Management System (CSMS)

Certificate of Compliance

Vehicle 

Type A

Vehicle 

Type B

Vehicle 

Type N
é

Standardization

ISO/SAE 21434

Reference Implementation of a CSMS

Evidences based on ISO/SAE 21434 Work Products

UNECE Requirements

ISO PAS 5112

Assurance of CSMS
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Setting the Regulatory Field
Different Interpretations are Risks For Global Suppliers

UN Regulation

No. 155

Risk:

Different Interpretations

ISO/SAE 21434

Cybersecurity Engineering

CSMS reference

implementation

Risk:

Certification Overhead

VDA QMC

ACSMS Audit

Assurance through

Supply chain

ISO PAS 5112

Guidelines for auditing

CS engineering

Assurance through

Supply chain

Risk:

International Acceptance and comparability



ISO/SAE 21434 Road vehicles ïCybersecurity Engineering
Industry Solution for Cybersecurity Challenges
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Involved

Nations

Cybersecurity

Management Development

Incident 

Management

Risk 

Management Supply Chain

Threats and 

Mitigations

Tier-1 

Supplier

Certification 

Bodies

Vehicle 

Manufacturer

Tier-2 

Supplier

Accademia

Regulatory 

Bodies

§

June 29th, 2021
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ISO/SAE 21434 Road vehicles ïCybersecurity Engineering
National Delegations

Sweden

Netherlands

Belgium

Germany

Italy

Austria

United Kingdom

China

United States

Japan

France

Korea

Delegations:  g ISO    g SAE

Israel

Spain

Canada
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Compliance Project for Regulations and Standards
Setting Up a Project Structure

| PMT: Processes, Methods & Tools | CS: Cyber Security | SU: Software Update |

External 

Activities

Overall Program 

Management

1. PMT Solution for 

Cybersecurity (CS)

2. PMT Solution for SW 

Updates (SU)

3. Technical Solutions CS 

& SU

Steering Board

Dr. Markus Tschersich

Organizational structure and processes Vehicle Type and Technology

Cyber Security Management System 

(CSMS)

Software Update Management 

System (SUMS)
Vehicle Type
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Compliance Project for Regulations and Standards
Gap Analysis to Deduce Concrete Actions

Prioritization

to UNECE Relevance

üReduce overall number of 

requirements

üShows gaps that are 

beyond the scope of 

ISO/SAE 21434

Revise Governance

Ensure Harmonization
along supply-chain for 

document exchange and 

used methods

Solutions for Annex 5
Ability to implement 

Mitigations to all threats 

mentioned in the UN R.155

Cybersecurity Policy

Rules Responsibilities Ressources

Current Actions

Full Achievement of

ISO/SAE 21434 Requirements

Gap Analysis

67%

33%

Status: 1.1.2020

Baseline: ISO/SAE 21434 DIS (E), 

ECE/TRANS/WP.29/2020/79 revised

Baseline for Conformity Check

Main Focus

UN Regulation on type 

approval with regard to 

cyber security

ISO/SAE 21434 Road 

vehicles ïCybersecurity 

Engineering

Additional Aspects

Customer Requirements

ISO/IEC 62443 Industrial 

communication networks ï

Network and system 

security

VDA QMC ACSMS

Future related ISO 

documents

100%

by July 

2021
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Compliance Project for Regulations and Standards
Involve Affected Areas And Building Effective Team

Business Units Central Functions

Manufacturing

Purchasing

Sales

Human Relations

Q
Quality

Executive Board
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Roadmap to Compliance on Cybersecurity
Continentalôs Rule Landscape

UN Regulation

Japan

EU

China

2020 2021 2022 2023 2024Engineering
ÅSecurity & Privacy Management

ÅRisk Management for Automotive 

Products 

Production
ÅSecure Production

In the Field
ÅIncident Management

ÅVulnerability Management

ÅMaintenance

2020 2021 2022 2023 2024

Adoption
06/2020

EU (New Types)

07/2022

EU (1st registrations)

07/2024

Draft
Enforcement 

2020?

Japan (New types)

07/2022

Binding (new projects)

10/2021Release Revisions

01/2021

Field test

01/2021

Release

01/2022

Ready for

Maintenance

07/2021

Revision Incident 

Management

01/2021

Rollout

Trainings

Trainings
Rollout

Binding

07/2022

Japan OTA

11/2020

AD = Autonomous Driving; OTA = Over the Air

Japan AD L3

04/2020

Japan (1st registrations)

07/2024
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