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1 Scoping



Turnover 
in EUR bn

2,67 2,66 2,79 2,77 2,95

2017 2018 2019 2020 2021Consolidated turnover



10.500
Employees

•

Year end 2021



• Portfolio
• Fashion & 

Beauty
• Garden

• Holiday trip
• News

• Occupation
• Entertainment

• Food
• Lifestyle

Fashion & Beauty

Garden
Holiday trip

News

Occupation

Entertainment

Food

Lifestyle

Consumer Tech

Living

Health





International presence
Germany 

Africa
Brazil

France 
Hong Kong 

India 
Kazakhstan 

Malaysia 
Poland 

Portugal
Romania  

Singapore 
Spain

Taiwan 
Thailand 

Czech republic 
Turkey 

UK
USA



2 ISMS organisation



iSecurity
Risk Control

Audit
Services

Corporate Audit, Risk & iSecurity (CARiS) supports and relieves 
management in its duty of corporate monitoring



The ISMS is based on central control and decentralised responsibility 
in the business units

Implementati
on

ISO per company
ISO for one or more 
companies

- Implementation of the ISM in the business 
area

- Collaboration on guidelines and 
specifications

- Decentralised control ISM
- Draw up specific regulations and 

specifications

Meetings 2 x per year 

CARiS - iSecurity
CISO & Team- Developing guidelines and specifications

- Consultation of the business units
- Accompanying incidents and projects
- Monitoring & Reporting
- Staff training

Control

Follow Up min.1 x per year 2 weekly votes

CIO/CTO

Internal
IT service 
provider

External
IT service 
provider

ISM control board

- Decisions on ISM strategy
- Decisions on ISM projects
- Release of information security policies and 

guidelines

Members:
Boards Digital, Legal & 
Compliance, Finance,
CIO/CTOs,
CISO, Audit & RM

Meetings 4 x per year

Decision



3 History



Baby steps

2012
• Begin rollout 

ISMS national

2014
• Reporting 

structure via 
Excel

2016
• Tool-based 

ISMS

2018
• Begin rollout 

ISMS 
internationally

2020
• Auditing 

ISMS 
approach



4 Governance



Implementation of the governance function at HBM

Ø The governance function at HBM is performed by the ISM Control Board, which consists of the
highest governance body within the IS organisation. The ISM Control Board:
• sets out the general direction of information security at HBM;
• decides on the implementation of essential information security projects;
• decides on the content, scope and implementation of the Group-wide information security

guidelines;
• decides on contentious issues of information security;
• represents the interests of information security on the Board of Directors.



5 Risk



Risk management at HBM

IT

Information 
security

ERM



6 Compliance



External and internal information security requirements at HBM

Ø Contractual requirements

Ø External compliance
• EU General Data Protection Regulation (EU-DSGVO)
• NIS Directive (Digital Service Providers: Search Engines, Cloud Services and Marketplaces)
• Telemedia Act (TMG) and Telecommunications Act (TKG, in particular §§ 88 ff)
• Unfair Competition Act (UWG, in particular §17 Betrayal of Business and Trade Secrets)
• Processing of credit card data (PCI)

Ø Internal compliance (Group guidelines)
• Information security management
• Information security for IT services
• Use of IT and communication systems

Ø Relevant standards with regard to information security
• ISO 27001 (requirements for the introduction, operation, monitoring, maintenance and improvement of a documented ISMS,

taking into account the ISec risks within HBM).
• BSI (especially the catalogues of measures for technical infrastructure)
• COBIT (mapping IT processes, maturity model) & ITIL (for general mapping of IT service processes)



7 ISMS
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Phase Business division

1 Digital Brands National

2 Media Brands National and 
Burda printing

3 Digital and Media Brands 
International

ISMS implementation planning



Implementation of the ISMS at HBM 1/3



Implementation of the ISMS at HBM 2/3

Prioritisation of 
the measures

Control of the 
measures

Implementation

Current status 
of the ISM 
analyse

Objective 
for the next 

Set year

Developing 
measures for 
improvement

of the ISM

Continuous improvement of ISM processes 
(management of ISM, organisation of ISM, 
compliance, incident Mgt, emergency Mgt, 

protection needs assessment) Determine and 
Classification of 

information values

Assignment of
IT processes and IT systems

Risk & Control Analysis

Develop measures to 
minimise risks

Risk management



Implementation of the ISMS at HBM 3/3



Evaluation of the ISMS at HBM 1/2

COBIT maturity level

0 Not available

1 Initial

2 Repeatable, but intuitive

3 Defines

4 Controlled and measurable

5 Optimised



Evaluation of the ISMS at HBM 2/2



Control of the ISMS

Generic
Guidelines

and processes

Security concepts
(Cooperation IS)

- Area-specific
- Technology dependent

Implementing measures
Implement procedures 

Creating manuals

iSecurity
Business-
area

IT
O

perator
Board of D

irectors

Res
po

ns
ibl

e f
or

Report to



ISM Full vs. ISM Lite

Ø Two control catalogues are drawn up on the
basis of defined criteria
• ISM Full: a fully comprehensive
implementation of ISM large companies

• ISM Lite: minimal approach to the
implementation of an ISM reduced exposure of
the company with regard to information
security



8 ISMS tool



Excel questionnaire

Ø On the basis of a standardised hazard catalogue, the IT systems recorded are evaluated with regard to possible hazards, the effects of 
the hazards on the protection goals (confidentiality, integrity, availability) and the probability of occurrence.



GRC tool

Ø Definition
• GRC is the integrated collection of functions that enable an organisation to reliably achieve goals, eliminate uncertainty and act

with integrity.

Business Unit: Business Unit level Strategy.  

Company: Top-down GRC control for the entire company.

Department: GRC only for specific functions or processes. 

Compliance risk: Compliance with legal, contractual or internal requirements.  G
R

C
 M

an
ag

em
en

t 
Le

ve
l



Tool: risk2value 

Ø The implementation of the measures is currently controlled with the help of the company's own ISM application 
(risk2value by avedos business solutions GmbH).

Overview and documentation of information 
assets and IT systems

Overview and documentation of IT risks



ISec risk management is mapped in risk2value
Valuation of the assets

Gesellschaft nTomorrow 
Focus AGComputer-

unvierseCyberport 

HBM
 

Digital

Business Unit n

Burda Direkt 
Services

Gesellschaft 1

Burda 
Forward

Client

Applika-
tionen

Daten-
verwaltung

Server

Infra-
struktur-
kompo-
nenten

Information 
values

Information 
values

Information 
values

Information 
values

1

23

TARG
ET -
ACTU
AL

ACTUAL 
maturity 

level

Aktivitäten 
(Maßnahmen)

Aktivitäten 
(Maßnahmen)

Aktivitäten 
(Maßnahmen)

TARGET 
maturity 

level

Risk value

Pr
ot

ec
tio

n 
ne

ed
s



Evaluation of the ISM processes

Gesellschaft nTomorrow 
Focus AGComputer-

unvierseCyberport 

HBM
 

Digital

Business Unit n

Burda Direkt 
Services

Gesellschaft 1

Burda 
Forward

IS-
Manage

ment

IS-
Organisa

tion

Comp-
liance 
Mgm.

Incident
Mgm.

Emergen
cy

Mgm.

3
TARGE
T -
ACTU
AL

ACTUAL 
maturity 

level

TARGET 
maturity 

level

Manual
Default

Aktivitäten 
(Maßnahmen)

Aktivitäten 
(Maßnahmen)

Aktivitäten 
(Maßnahmen)



9 Outlook & Lesson 
Learned



Outlook

ØAuditing approach
ØCERT/SOC
ØBuild up staff



How do we get involved earlier in IT projects with ISM
relevance?



Shift left

Development ProductionTest Acceptan
ce

DesignRequirements

Shift left




