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Mobile Devices In the Crosshairs —
Why Mobile Security Matters

» 70% of employees regularly use their
smartphone for work-related tasks (IDC,
2024)

» 60% of successful phishing attacks now
occur via mobile devices (Lookout, 2024)

» 1in 10 corporate mobile devices is
compromised without detection (Verizon
DBIR 2024)

» BYOD + Hybrid Work = new attack
surface, often insufficiently secured

» Mobile devices are often the weakest yet
most overlooked point in corporate IT
today.




Mobile Devices — Distinctive
Characteristics

» Always online, constantly carried —
increased attack surface

» Combination of work and personal
use (dual use)

» Access to a wide range of
sensifive data: contacts, calendar,
emails, location, camera,
microphone, authenticator apps

» Many sensors & interfaces (e.q.,
NFC, Bluetooth, Wi-Fi, GPS) — new
attack vectors

» Operating systems with distinct
architectures (e.g., app
Selgle]eleydgle)




Threats to Mobile

Corporate Conr

>

Phishing, Smishing, Quishing —
specifically tailored to mobile
platforms

Malware via app stores and APKs
(e.g., banking trojans)

Data leakage through insecure
apps or shadow IT

Loss or theft of the device

Man-in-the-middle attacks via
public networks

Lero-day exploits such as Pegasus
or Android rooftkits

Devices In the

text




Usage Models — BYOD, COPE,
COBO, CGun

» BYOD (Bring Your Own Device):.
Maximum freedom but high risks

» COPE (Corporate Owned, Personolly
Enabled): Good compromise
between control and usability

» COBO (Corporate Owned, Busine§§>i -\
Only): Maximum security, minimal
flexibility

» CYOD (Choose Your Own Device):
Selection from pre-approved
devices

» Decision depends on security
requirements, user acceptance,
budget, and IT strategy



Enterprise Mobllity Management
(EMM) — Overview

» Holistic approach to managing mobile
devices within the company

» Goal: Protect corporate data while
supporting mobile productivity

» Components: Network Acess
Control
» Mobile Device Management (MDM)
Data Loss =nd User
» Mobile Application Management (MAM) Provention i Acoiabity

» Mobile Content Management (MCM)
» Identity & Access Management (IAM)

BYOD } Costand

Program 8 Resources

Management &

» Integration with existing IT and security
infrastructures

Workforce Business Use
Demographics Justification

Compliance
Requirments




Mobile Device Management —
Overview of Functions

Device Registration & Inventory

Enforcement of Security Policies (e.g.,
password, encryption)

Remote Wipe, Lock, Reset

» App Distribution and App
Blacklist/Whitelist

» Containerization and Separation of
Business/Personal Data

» Geofencing and Usage Control

» Compliance Monitoring & Reporting
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Pegasus — The Super Spy In the
Ngglelgielalelals

» State-sponsored spyware by the
NSO Group

» Infection via zero-click exploits
(e.g., iIMessage, WhatsApp) =

(‘@D

nso GROUP

A%ﬂ“

» Accessto microphone, camerq, AN N S
chats, location, passwords — 100 s
completely invisible B |
» Proven use against journalists, 111033200 o
activists, and politicians worldwide m““‘\m

» Example of highly sophisticated, m“u\\ =
state-backed mobile threats “LARRRALS



MITRE ATT&CK Mobile Framework

» MITRE ATT&CK Mobile is a publicly
accessible knowledge base of known
attacker techniques targeting mobile
platforms (iOS & Android).

» The framework covers all phases of an
attack — from Initial Access through
Execution to Exfiltration.

» Ideal for threat modeling, risk analysis,
and security awareness fraining.

MITRE
- ATT&CK.

» Supports mapping real-world attacks to
known techniques

» (e.g., Pegasus uses zero-click exploits and
privilege escalation among others).




MITRE ATT&CK Mobile Framework

Home = Matrices > Mobile > Mobile

Maobile Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Mobile. The Matrix covers techniques involving device access and network-based effects that can be used by
adversaries without device access. The Matrix contains information for the following platforms: Android, i0S.
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MITRE ATT&CK Mobile Framework
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Matrices ~ Tactics - Technigues ~ Defenses ~ CTI ~ Resources ~ Benefactor:
ATT&CKcon 6.0 is coming October 14-15 in McLean, VA and live online. To potentially join us on stage, submit to our CFP by July 9th

Home > Technigues = Mobile = Phishing

Phishing

Adversaries may send malicious content to users in order to gain access to their mobile devices. All forms of phishing are electronically delivered social engineering.

Adversaries can conduct both non-targeted phishing, such as in mass malware spam campaigns, as well as more targeted phishing tailored for a specific individual, 1D: T1660

company, or industry, known as "spearphishing”. Phishing often involves social engineering techniques, such as posing as a trusted source, as well as evasion techniques, Sub-techniques: No sub-techniques
such as removing or manipulating emails or metadata/headers from compromised accounts being abused to send messages. Tactic Type: Post-Adversary Device Access

Tactic: Initial Access
Mobile phishing may take various forms. For example, adversaries may send emails containing malicious attachments or links, typically to deliver and then execute
Platforms: Android, i0S

MTC ID: AUT-9
Mobile devices are a particularly attractive target for adversaries executing phishing campaigns. Due to their smaller form factor than traditional desktop endpoints, users Contributors: Adam Mashinchi; Brian Donohue; Naveen Devaraja,

malicious code on victim devices. Phishing may also be conducted via third-party services, like social media platforms.

may not be able to notice minor differences between genuine and phishing websites. Further, mobile devices have additional sensors and radios that allow adversaries to bolttech; Sam Seabrook, Duke Energy; Vijay Lalwani; Will Thomas, Equinix
execute phishing attempts over several different vectors, such as: Version: 1.0

Created: 21 September 2023

Last Modified: 29 September 2023

« SMS messages: Adversaries may send SMS messages (known as "smishing”) from compromised devices to potential targets to convince the target to, for example,
install malware, navigate to a specific website, or enable certain insecure configurations on their device.

« Quick Response (QR) Codes: Adversaries may use QR codes (known as "quishing”) to redirect users to a phishing website. For example, an adversary could replace a
legitimate public QR Code with one that leads to a different destination, such as a phishing website. A malicious QR code could also be delivered via other means, such Version Permalink
as SMS or email. In the latter case, an adversary could utilize a malicious QR cade in an email to pivot from the user’s desktop computer to their mobile device.

+ Phone Calls: Adversaries may call victims (known as "vishing") to persuade them to perform an action, such as providing login credentials or navigating to a malicious
website. This could also be used as a technigue to perform the initial access on a mobile device, but then pivot to a computer/other network by having the victim

perform an action on a desktop computer.

Procedure Examples

D Name Description
APT-C-23 APT-C-23 sends malicious links to victims to download the masqueraded application ['l12]
BITTER BITTER has delivered malicious applications to victims via shortened URLs distributed through SMS, WhatsApp, and various social media platforms 2]
BRATA BRATA has been distributed using phishing techniques, such as push notifications from compromised websites.!
FjordPhantom FjordPhantom has been distributed via email, SMS and other messaging appl\caﬂons.[ﬁ]
FluBot FluBot has been distributed via malicious links in SMS messages.[‘ﬂ
LightSpy LightSpy has delivered malicious links through Telegram channels and Instagram posts. 1718l
Pegasus for i0S Pegasus for iOS has been distributed via malicious links in SMS messages.[g]

Sandworm Team Sandworm Team used SMS-based phishing to target victims with malicious links.9



MITRE ATT&CK Mobile Framework

Mitigations

Mitigation Description

Antivirus/ Some mobile security products offer a loopback VPN used for inspecting traffic. This could proactively block traffic to websites that are known for phishing or

Antimalware appear to be conducting a phishing attack.

User Guidance Users can be trained to identify social engineering techniques and phishing emails.

Detection

D Data Source Data Component Detects

DS0029 Network Traffic = Network Traffic Content Mobile security products may provide URL inspection services that could determine if a domain being visited is malicious.

Network Traffic Flow Enterprises may be able to detect anomalous traffic originating from mobile devices, which could indicate compromise.
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Motivation
Real-World Case: Brightest Flashlight

250 flashlight apps in
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Motivation
Real-World Case: Brightest Flashlight

Brightest Taschenlampe

GoldenShores &L!(HH‘HU ies, LLC - 1S Dezermr

Tocls

+186961 Auf Google empfehlen

|

Beschrelbung

Brightest Taschenlampe - kostenlos

* Schaltet alle verfugbaren Lichter auf dem Gerat Aktualisiert 5 Installationen

* Kamerablitz auf Maximum * Screen LED am Max 19. Dezember 2013 50.000.000—100.000.000

* Tastaturbeleuchtung auf Maximum _——|
* Soft-Tasten-Hintergrundbeleuchtung auf LED-Anzeige

* Maximale bei Maximum

* Automatische Timer Exits Anwendung nach 120 Sekunden

* Audio-Effekte auf Start und Stop

* unaufdringliche Anzeigen




Motivation
Real-World Case: Brightest Flashlight

(\,f heise

Security orige | Nachste

06.12.2013 15:53

@}ij vorlesen & MP3-Download

Eine Taschenlampen-App fur Android-Handys hat unerlaubt Daten tber
Aufenthaltsort und Gerat der Nutzer gespeichert und an Werbenetzwerke
weitergegeben. Die App wurde mindestens 50 Millionen Mal aus Googles Play-Store
heruntergeladen.Die App habe Nutzer nicht dartber informiert, dass deren
Aufenthaltsort und die Identifikationsnummer der Gerate an Dritte weitergegeben
wurden, erklarte die US-Handelsbehorde FTC, die sich mit der Betreiberfirma

auergerichtlich einigte.

Nach dem Herunterladen der Anwendung hatten Handynutzer die Moglichkeit gehabt,
einer Datenubertragung zuzustimmen oder sie abzulehnen. Allerdings wurden bereits
Daten ubertragen, bevor die Nutzer eingewilligt hatten. AuRerdem hatten die
Hersteller nicht erwahnt, dass gesammelte Daten nicht nur von ihnen selbst
verarbeitet, sondern auch an Dritte weitergereicht wurden.

Der App-EntwickleGoldenshores Technologies nuss nun alle persénlichen Daten,
die Uber die Taschenla wurden, I6schen. AuRerdem muss er die
Datensammiung transparent machen und eine explizite Einwilligung der Nutzer
einholen.




Motivation
Real-World Case: Brightest Flashlight

Avoidable? Ri pessss

Brightest Taschenlampe

# Bewertung schreiben

5 |982.965
% 4 1118355
3 125.060

Location

amt W1 |26.501

Pictures/Media/Files

Camera/Microphone

Network Connection ¥

Information

of the Brightest Flashlight® privacy
Angeboten von . . v policy is contained within the
i s tall immediately /[ 11} wice ID / Call Information SSRGS
Tchnologies L1 AcFordlng to “Siiddeutsche ' CTinTermationen A flashlight app with such
' Zeitung” from 6.12.2013, this app permission requests?? Hello?? Why
reads data and shares...
Privacy Policy > L:'L‘I'L’!S[C play
ANSMISSION OF GEOLOCATION
nshores Technologies and its

~ subsidiaries and agents may collect your geolocation based
agation and transmit that information to thirdsmer®
service providers, seoenee BES data regarding your

would a FLASHLIGHT want my...



Motivation

Do you inform yourself about
the requested permissions
before installation?

about why an app requests
certain permissions?

Do you feel well-inormed |

0,00% 10,00% 20,00% 30,00% 40,00% &50,00% 60,00% 70,00% 80,00% 90,00%

% Yes

media Test digital
http://www.focus.de/digital/gastkolumnen/haller/umfrage-zu-datenschutz-user-nutzen-smartphone-apps-zu-
leichtsinnig-_aid_1062985.html



Motivation

Current privacy risk information is... - T Ao

» ...static, % Facebook Messenger

| Accept & download |

» ... coarse-grained & technical,

Your messages
Edit your text messages (SMS or MMS), read
your text messages (SMS or MMS), receive

> ce e T|med InOpprOprIOTeW, :;ﬁgessages (MMS), receive text messages
>
5 Storage
> oo |g ﬂored |Orge|y, Modify or delete the contents of your USB

storage

System tools

» Change network connectivity, prevent phone
from sleeping

Your location

Approximate (network-based) location,
precise (GPS) location
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