
Corporate Mobile 

Security Essentials
RISKS, ATTACKS, AND PROTECTION IN BUSINESS CONTEXTS

DR. GÖKHAN BAL | GUEST LECTURE | MOBILE BUSINESS 2 | SUMMER 2025



About Me – Dr. Gökhan Bal

 2009: Degree in Computer Science (Diplom-Informatiker), Goethe University

 2015: Dr. rer. Pol, Goethe University (Chair of Mobile Business & Multilateral 

Security, Prof. Dr. Kai Rannenberg)

 2015-2024: Cybersecurity Governance & Consulting @ Deutsche Bahn

 Since 10/2024: Team Lead Cybersecurity Consulting @ AONIC GmbH



Mobile Devices in the Crosshairs –

Why Mobile Security Matters
 70% of employees regularly use their 

smartphone for work-related tasks (IDC, 
2024)

 60% of successful phishing attacks now 
occur via mobile devices (Lookout, 2024)

 1 in 10 corporate mobile devices is 
compromised without detection (Verizon 
DBIR 2024)

 BYOD + Hybrid Work = new attack 
surface, often insufficiently secured

 Mobile devices are often the weakest yet 
most overlooked point in corporate IT 
today.



Mobile Devices – Distinctive

Characteristics
 Always online, constantly carried –

increased attack surface

 Combination of work and personal 
use (dual use)

 Access to a wide range of 
sensitive data: contacts, calendar, 
emails, location, camera, 
microphone, authenticator apps

 Many sensors & interfaces (e.g., 
NFC, Bluetooth, Wi-Fi, GPS) – new 
attack vectors

 Operating systems with distinct 
architectures (e.g., app 
sandboxing)



Threats to Mobile Devices in the 

Corporate Context

 Phishing, Smishing, Quishing –

specifically tailored to mobile 

platforms

 Malware via app stores and APKs 

(e.g., banking trojans)

 Data leakage through insecure

apps or shadow IT

 Loss or theft of the device

 Man-in-the-middle attacks via 

public networks

 Zero-day exploits such as Pegasus 

or Android rootkits



Usage Models – BYOD, COPE, 

COBO, CYOD
 BYOD (Bring Your Own Device): 

Maximum freedom but high risks

 COPE (Corporate Owned, Personally 
Enabled): Good compromise 
between control and usability

 COBO (Corporate Owned, Business 
Only): Maximum security, minimal 
flexibility

 CYOD (Choose Your Own Device): 
Selection from pre-approved 
devices

 Decision depends on security 
requirements, user acceptance, 
budget, and IT strategy



Enterprise Mobility Management 

(EMM) – Overview
 Holistic approach to managing mobile 

devices within the company

 Goal: Protect corporate data while 
supporting mobile productivity

 Components:

 Mobile Device Management (MDM)

 Mobile Application Management (MAM)

 Mobile Content Management (MCM)

 Identity & Access Management (IAM)

 Integration with existing IT and security 
infrastructures



Mobile Device Management –

Overview of Functions
 Device Registration & Inventory

 Enforcement of Security Policies (e.g., 
password, encryption)

 Remote Wipe, Lock, Reset

 App Distribution and App 
Blacklist/Whitelist

 Containerization and Separation of
Business/Personal Data

 Geofencing and Usage Control

 Compliance Monitoring & Reporting



Mobile Attack Techniques –

Overview & Examples
 Phishing Variants:

 SMishing (via SMS)

 Quishing (QR codes)

 Vishing (voice calls)

 Malware via fake apps (e.g., banking
trojans like Cerberus)

 Rogue WiFi Access Points (e.g., Evil Twin)

 App Permissions Abuse – legitimate apps
with hidden spying functions

 Jailbreaking/Rooting to bypass security



Pegasus – The Super Spy in the 

Smartphone

 State-sponsored spyware by the 

NSO Group

 Infection via zero-click exploits 

(e.g., iMessage, WhatsApp)

 Access to microphone, camera, 

chats, location, passwords –

completely invisible

 Proven use against journalists, 

activists, and politicians worldwide

 Example of highly sophisticated, 

state-backed mobile threats



MITRE ATT&CK Mobile Framework

 MITRE ATT&CK Mobile is a publicly 
accessible knowledge base of known 
attacker techniques targeting mobile 
platforms (iOS & Android).

 The framework covers all phases of an 
attack – from Initial Access through 
Execution to Exfiltration.

 Ideal for threat modeling, risk analysis, 
and security awareness training.

 Supports mapping real-world attacks to 
known techniques

 (e.g., Pegasus uses zero-click exploits and 
privilege escalation among others).



MITRE ATT&CK Mobile Framework 
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Throwback: Privacy in Smartphone 

App Ecosystems
FROM OWN PHD RESEARCH (2010-2015)



Motivation
Real-World Case: Brightest Flashlight

250 flashlight apps in
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Motivation
Real-World Case: Brightest Flashlight
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Motivation
Real-World Case: Brightest Flashlight

Popular Flashlight App Spies on Users
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Motivation
Real-World Case: Brightest Flashlight

Avoidable? Risk indicators?

Location

requires access to:

Pictures/Media/Files

Camera/Microphone

Network Connection 
Information

Privacy Policy

Device ID / Call Information“Uninstall immediately!!!!!!!!! 
According to “Süddeutsche
Zeitung” from 6.12.2013, this app 
reads data and shares…

A flashlight app with such 
permission requests?? Hello?? Why 
would a FLASHLIGHT want my…

ACCEPT
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Motivation

Do you inform yourself about 
the requested permissions 
before installation?

Do you feel well-informed 
about why an app requests 
certain permissions?

No Yes

media Test digital
http://www.focus.de/digital/gastkolumnen/haller/umfrage-zu-datenschutz-user-nutzen-smartphone-apps-zu-
leichtsinnig-_aid_1062985.html
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Motivation

 … static,

 … coarse-grained & technical,

 … timed inappropriately,

 … ignored largely,

 … not an effective measure to 

inform users about individual 

privacy risks of apps.

Current privacy risk information is…
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Vielen Dank!
MAIL@GOEKHANBAL.DE
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